Today’s Ransomware-RedEnergy

1. Blocking screenshot by trueEP®

9 trueEP Ent 2. 0
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Aug 28, 2023

2. Victim in case trueEP®wasnot installed - All file name's extensions were changed to <File
Name>.FACKOFF!.
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desktop.ini. FACKOFF!
Downloads. Ink FAC..
Desktop.Ink.FACKD...
desktop.ini.FACKOFF!
desktop.ini. FACKOFF!
desktop.ini. FACKOFF!
trueEP_Setup(ver 2.
Windows PowerSh...
Windows PowerSh...
File Explorer.Ink.Fa...
Run.Ink.FACKOFF!
Administrative Tool...
Command Prompt....
computer Ink FACK. .
Control Panelnk.F...
desktop.ini.FACKOFF!
Desktop.ini. FACKO...
Uninstall.lnk FACK...
Desktop.ini.FACKO...
desktop.ini.FACKOFF!
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3. Ransomware Notice.
&) read ittt - Windows H 2
oY BEE MUO) 27(V) EELH)
YOUR FILES ENCRYPTED VIRUS 1!
ANY ATTEMPT THEIR DECRYPT BY, IS ZERO
WE HAVE A DECKER, YOU CAN BUY IT FOR ---100%--- At Bitcoin

WRITE ON MAIL @proton.me), WE WILL ISSUE YOU DECODER (KEY DECRYPTION)
BUY OR EXCHANGE Bitcoin CAN HERE OR WHERE THE YET:

Coinmama - hxeps://www.coinmama.com, Bitpanda - hxps://www.bitpanda.com
REQUISITES

Payment informationAmount : 0.005 BTC
Bitcon Address : bcliqg
MAIL FOR COMMUNICATION : @proton.me
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4. Victim screen attacked by '‘RedEnergy’ ransomware.
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